Secure Outlook
(Revised - August 19 2009)

If you are on a machine with Outlook 2003/07/2010 and Windows XP with SP2/3 (service pack 2/3), or Windows Vista or Windows 7,
you can quickly setup a profile and run the secure version of Outlook:

Start, ---run----, Control panel---, double click ‘mail” icon.

- Click ‘Show profiles...” button then ‘Add..." (or choose properties of existing profile to edit an already configured Exchange
connection profile and choose to 'Change' exisiting account then skip down to the E-mail accounts diagram below).

- Type: new2k3 userlD

- Add a new e-mail account >Next

- Click and Choose Exchange >Next

- Type: afhe-ex.afhe.ualberta.ca

in the upper text input field and the userID in the lower Text input field

- Check the ‘Use Cached Exchange Mode’ (see figure). This speeds up access for remote use and enables off-line manipulation.
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Exchange Server Settings
You can enter the requrad nfiormation 10 connect 1 your Exchange server

Type the name of your Mcrosoft Exchangs Server computer. For information, s6e
your systam administrator,

Microsoft Bxchange Server:  afhe-ex.athe usbertaca
[Vise Cached Exchange Modal
Type $he nama of e malbox sot up for you by your adminsiyator, Thix madbon
name s usually your user name.
User Nama: e Chedk Name
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- Click the ‘More Settings’ button
- *Special note* If prompted to logon, use the format -> afhe\username
- Click on the ‘connection’ tab

- Click and choose ‘Connect to my Exchange server using HTTP’



- Click on the ‘Exchange Proxy Settings’.... Button (see fig)

Microsoft Exchange Server !Xl
| General | actvanced | Security | Connection |Remote Mail |
Connection

Usa these settings when connecting to my Exchange
server when working offlne:

(®)Connect using my Local Area Network (LANY
(O Connect using my phone line
(O Connect using Internet Explorer’s or a 3rd party diajer

Modem

V] Connect to my Exchange mailbox using HITP

Exchange Proxy Settings... ]
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- Type afhe-ex.afhe.ualberta.ca in the Proxy server input field: (see fig)

Merosoft Office Cutlook can communicate with Micrasaft Exchange over the Internst by
nestng Remoate Procedure Calls (RPC) within HTTP packets. Selact the protocol and the
identity verification method that you wark to use, If you don't know which options to
selact, contact your Exchange Administrator,
- Connection sattings
Liss this LI to cornect to my praxy server for Exchange:
hittps:
W Connect tsi=a 55 oy
I™ Only connact to proxy servers that have this grinopal name in therr certficate!
|

V¥ On fast networks, connect usng HTTP frst, then connact using TCPIP
[V On show netwerks, connect using HTTP first, then connect using TCP/P

 Proxy authentication settings
Uisa this guthentication when connecting ta my peosy servar for Exchange:
[Basic Authentication =]
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wids wwtie = No requirement to encrypt over SSL, improves
performance unchecking this option

- Click OK, then Next, then Finish

on the screen (below), choose the new2k3 profile from the pull-down box and click ‘Always use this profile’. (You may have only 1 or
two profiles.). Then OK.

(if you wish to still use other profiles (Shaw mail perhaps) you can leave ‘Prompt for a profile to be used’)

| General

Q The following profiles are set up on this computer:

33 mabkey

|Nyborg
Paul Woodard

|Peter Crown

|Super2 on AFHE2

| Theodora

|Vic Lieffers on AFHE2. i

(2. |{ Remowe || Propertes |( copy.. |

When starting Microsoft Office Outlock, use this profile:
(O prompt for a profile to be used
(@) always use this profile

o) Commot JCom




You can now use Outlook as before.

Note: Please ensure you have autoarchiving off in Outlook

- In Outlook click on: Tools, Options, ‘Other’ tab

- Click ‘Autoarchiving’ and uncheck all boxes.



